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Emerging Fraud Threats
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4151% rise in malicious phishing emails 

since Q4 2022 & ChatGPT (Slashnext)

AI is 30x more affordable and equally efficient 

compared to humans (Harvard Kennedy School)

57% of organizations face phishing 

scams weekly or daily. 1.2% of all emails 

sent are malicious. (GreatHorn)

53% consumers reported more suspicious 

messages and online scams in 2024 (FIDO 

Alliance)

• Phishing, data breaches and other forms of malicious activity have been known threats for a long time – the rise of 

generative AI exacerbates the problem.

• Gen AI could enable fraud losses to reach $40 billion in the U.S. by 2027, up from $12.3 billion in 2023 (Deloitte 

Center for Financial Services)

• 39% of mobile threats are smishing – start with SMS text, customized for mobile delivery but use familiar credential 

stealing, malware and exploit tactics (Slashnext)

• ‘Fraud as a service’ tools are available for as little as $300 and deepfake technology requires only 60 seconds of 

recorded audio to create convincing synthetic voices for scams (MATTR).



Rise of digital credentials
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Why is this important for payments?
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• In the early 2000s, the global EMV chip migration took place to 

address the escalating rate of skimming and lost/stolen fraud.

• Today digital credentials are the evolving solution to address AI-

powered fraud. 

• Digital credentials provide a cryptographic foundation that 

makes it harder for fraudsters to manipulate identity 

verification processes as they rely on real-time authentication 

and public key infrastructure to validate identity. 

• Frictionless experiences for the consumer are key for 

consumer adoption alongside strong authentication to 

outpace fraudsters.



Mobile driver’s licenses
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State of mobile Drivers Licenses in the U.S.
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https://www.mdlconnection.com/ 

https://www.mdlconnection.com/


Digital wallets play a key role
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• Tap to phone enables smartphones to function as payment terminals (SoftPOS) to make a payment, 

eliminating the need for traditional point of sale device hardware.

• Use cases also include;

• Tap to activate a newly issued payment card

• Tap to provision adding a payment card (or IoT device) to a wallet

• Tap to authenticate for high-risk transactions

• Wallet providers are working on the ability to present multiple credentials within a single transaction

• For example, payment and age verification for an alcohol purchase.

• Using/earning loyalty points while making a purchase

• Integration of digital payment credentials within wallets enhance both convenience and privacy

• Only share information that is required for the transaction

• No need for clerk to see customer’s age, weight, address etc.

• Efficient and fast transaction time



Other things to think about
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• Post-Quantum Cryptography 

• With the evolution of increasingly powerful computers (known as quantum computers), the  need for more 

robust cryptography is needed. Quantum computers can break current cryptographic algorithms.

•  to No longer the time to talk about considerations/planning – it’s time to act

• In March 2025, NIST announced the algorithms as defined in their PQC standardization project that are ready 

for immediate use.

• Crypto-agility is essential, and hybrid crypto solutions are being deployed now.

• Attackers adopting a ‘harvest now, decrypt later’ approach.

• Agentic AI 

• Agentic AI is artificial intelligence that acts with a degree of autonomy, analyzing data, making decisions, and 

taking action without direct human instruction. In payments, this could mean approving transactions, flagging 

fraud, or customers, all in real time.

• Built on token frameworks – AI agent will have a token linked to the consumer’s original card that is unique to 

that agent.

• Visa, Mastercard and Paypal announced deployment last month. 

• Many questions about how this will impact traditional card processing rules…..



The Future– the convergence of identity and payments
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Digital identities will be bound to payment credentials for a privacy preserving, 

secure and convenient check-out experience, both in store and online.

Cardholders will expect a simplified user experience – e.g. one tap makes a 

payment, verifies my age and adds my loyalty points.

AI will continue to evolve, both from a threat and a solution perspective



Secure Technology Alliance Evolution

• Driving adoption of new secure solutions for 
the payments, identity and security 
industries

• Solving deployment challenges and 
providing feedback to specification and 
standards organization

• Moving the industry forward through the 
impactful efforts of our working committees

• Providing insight, education and networking 
at industry events

At the forefront of evolving secure technologies

Innovation Partnership Education

Smart Card 

Forum



Enabling the Future of Secure Technologies
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A Member-led Organization



Thank You 
chulka@securetechalliance.org
https://www.securetechalliance.org/ 
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